Did you know?

The New Online Safety Bill is intending
to:

Make sharing self harm images illegal.
Those convicted could face
imprisonment of up to 5 years.
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Did you know?

According to the NSPCC:
In 2020/21, online grooming offences reached
record levels with the number of sexual

communications with child offences in England
and Wales increasing by almost 70 per cent in
three years.
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Did you know?

More than half of the world now uses
social media (59%), 4.70 billion people

The average daily time spent using social
media is 2h 29m.
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Did you know?

According to Ofcom:

Nearly all children went online in
2021 (99%); the majority used a

mobile phone (72%) or tablet
(69%) to do so.
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Did you know?

According to Ofcom:
62% of children aged 8-17 said they had more
than one profile on some online apps; the most

common reason was having one profile just
for their parents, family or friends to see.
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Did you know?

According to Ofcom:
Just four in ten parents of 3-17s knew

the minimum age requirement for
using most social media; 42% correctly
said 13.
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Did you know?

According to Ofcom:
Children were more likely to experience being
bullied via technology than face-to-face: 84% of
8-17s said they had been bullied this way (i.e., via

text or messaging, on social media, in online games,
through phone or video calls, or via other aps and
sites).
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Did you know?

According to Ofcom:

The majority of parents felt their child had a
good balance between screen time and doing
other things (63%), but 40% said they struggled
to control their child’s screen time.
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Did you know?

According to Ofcom:
51% of males and 32% of females first view

pornography before the age of 13.
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Evening
Miss Quigley
Head of Year 8
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Our vision on Social Media

ﬁ Accepting it as part of every-day life for yourh

people
2. Setting limits/boundaries and providing
support
3. Working together with parents to ensure are
children are safe online

Our aim is for students to use social media safely,
in moderation, and with guidance from adults.
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Common social media issues within Year 8
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/Large Group Chats\

* Discussing
teachers/sharing
pictures of staff

e Gossiping about
other students

e Cyberbullying

* Using
Inappropriate
language

/

/General misuse of\

"

technology:
Many students
have public
accounts
Recording fights
and forwarded
these to other
students
Videoing other
students without
permission and
posting online
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/Creating anonvmous\

TikTok accounts

e To spread gossip
anonymously

* To discuss teachers
anonymously

. Spreadlng




The challenges of social media

Pornography and
Sexting

Over 50% of
victims of online
sexual
exploitation are
between the
ages of 12 and

51% of males
and 32% of
females first

view porn before

the age of 13

85% of all
bullying now
takes place
online
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What is online bullying?

6r definition of bullying at GHS is: \\ %

Bullying is the repetitive, intentional hurting of one person or group by
another person or group, where the relationship involves an
imbalance of power. It can happen face to face or online.

What makes online bullying different to ‘traditional’ bullying?

24/7 nature; means you can be contacted at any time

Potential for a wider audience

Evidence of online bullying can be kept and shown to school/police
Potential to hide your identity

kDegree of separation — people who bully online often don't see the /

reaction of the victim

Ready. Respectful. Safe



The Big Three
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Just how much do our children use these apps?
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97 minutes per day
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82 minutes per day
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34 minutes per day

TikTok Snapchat Instagram Reddit Pinterest
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Checking phone usage
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1) Open Settings
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Settings . ..
. 3) Set time limits on -
2) See daily average 7, g
Airplane Mode l apps NG 10 SO
Wi-Fi SKYFMREE Daily Average
l . oo
Bluetooth On 3h O 5% from last week {'ScreenTime  App Limits
Mobile Data
""""""""""""""""""""" avg
Personal Hotspot App Limits 0
Set daily time limits for app categories you want to
manage. Limits reset every day at midnight.
Notifications
, See All Activity Instagram
Sounds & Haptics 30min, Every Day

Updated today at 16:24
Do Not Disturb

Screen Time > Downtime Qdd Limit >
Off
@9 App Limits
General &= Set time limits for apps.

Communication Limits
Set limits based on your contacts.

B\ ®

Control Centre

Display & Brightness
Always Allowed
Choose apps you want at all times.

Q06

Home Screen

DN N > Joolts

Content & Privacy Restrictions
Block inappropriate content.

Accessibility

2/




1) Press see all activity

Daily Average

3h O 5% from last week

See All Activity

Updated [{0)or=y, S nt—

m Downtime
: Off

App Limits
Set time limits for apps.

, Communication Limits
Q)

Set limits based on your contacts.

Always Allowed
Q y

Choose apps you want at all times.

) Content & Privacy Restrictions
Block inappropriate content.

Checking phone usage

SCREEN TIME

Today, 19 November

Th 14m

"""""""""""""""""""""" Vg
S
|| PR
Social
30m 9m 6m
Upda at 16:25
LIMITS
Instagram 30 min
MOST USED SHOW CATEGORI
WhatsApp

M

« INTOpMTULLI

2) Take note of the time
of day your child is using
their phone. In this
example, the phoneis
used between 9am-4pm

3) Look at the most used
apps




The Big Three
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* Nothing online truly disappears

* Psychological damage caused
from filters

» Group stories — can be used to
target individuals

* Messages/images ‘disappear’
once they're viewed

« Has filter functions

» Group stories — multiple users

. éarg jdgljgti ' e ® | + My eyes only — can be used to
. SnappStreaks won  hide inappropriate pictures
. SNAP SCOR (@ et * Snap Streaks — addictive,
» | unhealthy measure of friendship

¢ Sna MAP A alei ‘Donegan . )
P R seanairin.. 1§ « Snap Map — shows your child’s

location to their ‘friends’







1) Change privacy settings to
ensure strangers cannot
communicate with your child

2) Change setting to ensure
‘'snap maps’ is disabled.

3) Check ‘my eyes only’

Tap to take a photo.
Hold to take a video.
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Camera

1) Change Privacy settings

Pluto Mars

plutom2022

@ Taurus

@ Verify your email

Tap to help secure your account

My Stories 4+ New Story

@ Add to My Story

Spotlight & Snap Map ® Options

@ Add To Create a Public Profile to show your
name

O My Spotlight Favourites

< Settings

ADDITIONAL SERVICES
Manage

WHO CAN ...
Contact Me My Friends
View My Story My Friends
See My Location Only Me

See me in Quick Add
SUPPORT

I Need Help

| Have a Safety Concern

| Have a Privacy Question

FEEDBACK
| Spotted a Bug
| Have a Suggestion

Shake to Report



@ m 2) Check whether your child uses my
eyes only

v Memories @ v Memories ©

Q Search Q

Snaps Stories CameraRoll My Eyes Only Snaps  Stories CameraRoll My Eyes Only

0 O O O

Welcome to Your Memories!

Memories is a personal collection of your
saved Snaps and Stories, backed up by
Snapchat.

Learn More

OO

OJIOIOIO
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Options
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* Video based platform

 Children watch videos of people
dancing, singing, challenges

e Children can create videos and
post on their profile

« Based on popular music —
iInappropriate lyrics

« Suggestive dance routines

* Young people have —
some of these account act
anonymously to spread gossio/ir *e

hatred 64% of 8-12

year olds have

multiple TikTok
accounts to
hide content

from parents

» Dangerous challenges

« Student accounts are public
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1) Change Settings to private

2) Check for multiple accounts

3) Check whether the content
your child is posting is
appropriate

@ily.ddg

#fyp>/ #fypage ##viral #xyzcba
#zyxcba #vibe #ww3

JJ le Lona - de Raso) origi




1) Change Privacy settings

18:59 9 Py 19:07 4 w7 @)
all T @m)
< App Store < App Store
{ue Wi : 5 plutomars1234 v ® = < Settings and privacy
ACCOUNT
Q  Manage account >
(.
@ Privacy >
@plutomars1234
0 0 0 @ Security and login >
Following Followers Likes
w B3 Balance >
Edit profile
Whats__love P
licewrldzz1 — e, B2 QR code >
| ( Tap to add bio au
L4
Y &> Share profile >
X
Share your first video CONTENT & ACTIVITY
Record or upload a video with effects, sounds, and . . SWItCh tO prlvate aCCOU nt?
more. Your videos will appear on your profile. g Push notifications >
" & People can only follow you after you
Cregte video @ LIVE Events N accept thgir folloyv requests. You can
change this anytime.
Complete your profile Y id ill be visibl
1/3 completed App |anguage English > @ our vi 995 Wi : IeVISI e to your
@ily.ddg followers in their "Following" and "For
o , You" feeds, on your profile, and more.
#fyp> #fypage ##viral #xyzcba A |_';| ¢ Dark mode N o
#zyxcba #vibe #ww3 Include your name Add your bic <, Your existing followers won't be affected.
JJ und - ily.ddg (Contains mu What should people call you? What should people @ Watch history N
s C@ 7 2 0 o @ F o2
Home Discover Inbox Profile Home Discover Inbox Profile ¥ Content preferences >
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1) Change Settings to private

2) Check for multiple accounts

3) Check whether the content
your child is posting is
appropriate




2) Check for multiple
accounts

18:59 47 D
< App Store < App Store e 19:00 7
< ) ot all T @m)
- pp Store
{ue i ,9+ plutomars1234 v © =
< Settings and privacy
@ Help Center >
o
@ Safety Center >
@plutomars1234
[0} 0 0
Following Followers Likes ABOUT
@ Community Guidelines >
Edit profile w
) B Terms of Service >
Tap to add bio
m D Privacy Policy >
Share youir first video © Copyright Policy ’
Record or upload a video with effects, sounds, and
more. Your videos will appear on your profile. Q Join TikTok Testers >
Create video
LOGIN
Complete your profile
/3 completed ® switch account >
@ily.ddg
s . -/
#yp> #fypege ##viral #xyzcba ,9\ r;l <] Log out Switeh account «
ZEOERERRL c v \ig y Include your name Add your bic
JJ und - ily.ddg (Contains mu What should people call you? What should people
plutomars1234 .
2 (o] @ [ plutomars1234
ﬁ Q E’ - Q Q -— v24.1.0 (2410200)
Home Discover Ir Profile Home Discover Inbox Profile

+ Add account
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1) Change Settings to private

2) Check for multiple accounts

3) Check whether the content
your child is posting Is
appropriate

@ily.ddg

#fyp/ #fypage ##viral #xyzcba
#zyxcba #vibe #ww3

JJ le Lona-de Raso) origir
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* Unlimited messaging

« Large Group chats — inappropriate
Images, words and themes being
discussed

* Group chats

 Archive function — students can hide

. Video calls | certain chats

 Last seen/Blue tick — shows when
someone has read a message, when
they were last online

e Last seen function

 Can be accessed via a
laptop/tablet




() &

1) Turn off your child’s last seen

2) Check archived chats

3) Regularly monitor group
chats

4) Instruct your child to leave
large group chats

{ Settings  Account

Privacy /

Payment Info
Change Number

Delete My Account

Network Usage

L

Chats

D @

Settings

< Account Privacy

N

Last Seen Everyone
Profile Photo Everyone
Status Everyone
Blocked None

List of contacts you have blocked.

Read receipts
If you turn off read receipts, you won't be able

to see read receipts from other people. Read
receipts are always sent for group chats.

2222

Contacts Settings

{ Privacy  Last Seen

Everyone v
My Contacts

Nobody

If you don't share your Last Seen, you won't be
able to see other people's Last Seen.

00O

Settings

Contacts



Support for Parents

Mr Pall
Deputy Head of Year 8 — Leader of X band
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Advice for Parents

(Conduct random spot checks of your child’s phone\
2. Ensure all social media accounts are set to private

3. Make sure phones are not taken to bed and they are
charged in a separate room

4. Report any online grooming/sexual misconduct to
CEOP, the Police and the Year Team

5. Contact your child’s phone provider and block access
to explicit content

6. Contact your WIFI provider and block access to explicit
content

7. Consider using apps such as Google Family Link or Our

Pact to have more control over your child’s phone

8. Follow the actions discussed for Snapchat, Whatsapp
and TikTok

ERAE NEWS




What is CEOP?
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Child Exploitation and Online Protection

Make a report i

If you have been a victim of online abuse or you're worried about somebody else,

let us know securely
ey
QL

What happens when |
make a report? =

Should | make a
report to CEOP?

e

A\

You can change who you would

| am a parent - fou can change wh
like to see information for here

How can CEOP help my child?

CEOP helps keep children and young people safe from sexual abuse and grooming online. We help
thousands of children and young people every year, as well as their parents and carers who have beenin a
similar situation to you. CEOP are unable to respond to reports about bullying, fake accounts or
account hacking.

We are here to help and give you advice, and you can make a report directly to us if you are worried about
online sexual abuse or something has happened to your child online which has made either you or your
child feel unsafe, scared or worried. This might be from someone they know in real life, or someone they
have only ever met online.

If you make a report to CEOP about sexual abuse or grooming online it will be read by one of our Child
Protection Advisors who will get in contact with you on the phone number or email address that you give

Ready. Respectful. Safe
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CEOP is the Child Exploitation and \
Online Protection Centre

CEOP is a law enforcement agency
helping to keep children safe from

sexual abuse and grooming online
Report any serious incidents to CEOP,
they will do everything to find the
perpetrator







1) Manage

which apps
your child can
N download Y

Approve download
& Google Translate
Google LLC

Deny Approve

Google Family Link

2) Set time daily
time limits

Yo

«x%‘ &R &y,

&O
O
=

&

O

X S
0} S
Daily limit Bedtime
Scheduled ®
No limit O
TUESDAY
2 hr 15 min =
Apply
®  2hr Q
v 2hr &
2hr &
T Nolimit @)

Keady. Respectiul.

/’VG ro V¢

3) Lock phone at

rtain tim
certain times child at all times

4) Locate your }

Benjamin's Nexus 5

@

8 Locked until 7 AM

Fox Theater

Unlock .
Updated 20 min ago

1hr 30 min 4 hr Navigate
Edit limits

Today's activity
& Bedtime ‘ Photos
B




Online Bullying Policy

Mr Gulaid
Deputy Head of Year 8 — Leader of Z band
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Do’s and Don’ts for students

~

* Have public accounts

* Video people without
permission

Don’t

~

Post inappropriate content
online

Never contribute to unkind
messages about
students/staff

Talk to strangers

Hide behind anonymous
accounts

Take screenshots of
conversations and forward

them on

T

* Report inappropriate
content via the app

* Limit the amount of
time you spend of
social media

* Think carefully about
the people you follow
online — do they inspire
you? Do they make you
feel good about
yourself? Are they a
good role model?
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Our response to bullying at GHS

&
.y
/ Stage 1. \ / Stage 2. \ / Stage 3. \ / Stage 4.
e Conversation with * Repeated instance * Continued * Persistent bullying
teacher of bullying bullying after * Managed move
* Logged on SIMs as recorded by HOY workshop, * Permanent
either: * |E day given recorded by exclusion
e Bullying—name * Enrolled on HOY/AHT
calling bullying workshop * FT exclusion \ j
e Bullying — social \ J * Parent
media reintegration
e Bullying - meeting
homophobia * Governors
e Bullying —racism intervention panel
e Bullying — sexism K /

* Bullying — other
* Detention given

& Parents mformed/ Ready. Respectful. Safe




Final Thoughts
Miss Quigley
Head of Year 8
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Our plan following this evening

For Parents:

1.

Please complete the question sheet
before you leave with any questions, we
will collate these into a FAQ letter and
send out to parents

Please use the leaflet to follow the
suggested actions on your child’s phone
| have created a video recording of this
presentation which will be sent to all
parents, in case you need a reminder on
anything discussed

We will send out a parent survey in the
new year and hold some follow up
parent workshops e.g. technical support,
online bullying support

Mr Gulaid to lead a workshop in Somali

or Students:

= o)
1. We will deliver an assembly

on
social media to year 8 students
Form time/PSHE sessions on
online safety
Poster competition on our
online don’t’s
Bullying workshops
Whole Year Group Workshops
run by an external company
called ‘Connect Futures’,

focusing on
Fake news and extremism
Online glamourisation

Spotting misinformation
Critical Thinking Skills

Ready. Respectful. Safe




Please fill in your guestion sheet

7 o
ﬂ\lame of child: Please feel freeto |
answer in your
Form group:

home language,
Question? we will translate
\ them for you
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Please put your
guestion sheet in
the box on your

way out
\L N
7
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